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 Educational Technology Center is committed to treat its risks in a proactive manner.  This document 
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1. Introduction 

The Educational Technology Center knows that it is a must to systematically manage and 

frequently update its risk profile at a strategic, operational and project level to clearly address 

uncertainty and expedite continuous progress.  ETC has done this by developing a risk 

management framework that defines the process and recognizes tools for realising its objectives. 

The framework is managed by the ETC Risk Management Coordinator with content input from 

different team leaders under Computer Services Section, Educational Services Section and 

Library Services. A Strategic Risk Register has been developed at the department strategic level 

that is reviewed and reported on twice a year by Team Leaders (TL) risk owners. This is 

considered by the Audit and Risk Committee, and the ETC Council. Content and 

recommendations are used to inform the department’s internal audit program and subsequent 

repetitions of the Strategic Risk Register. 

1.1 Purpose of this Document 

ETC Risk Management Plan discusses how the department’s risk management will be planned, 

organized and implemented within the department to make sure risk are measured at satisfactory 

stages.  Risk in working environment cannot be completely eradicated.  The purpose of creating 

risk management plan is to lessen the effect of unforseen events in the workplace by recognizing 

and providing solutions for possible risks before undesirable incidents happen. 

1.2 Definition 

 

Risk Management - The webpage “The Economic Times ¹“ (2017) defines “risk management 

refers to the practice of identifying potential risks in advance, analyzing them and taking 

precautionary” 

 

Risk – The webpage “ Hsa.ie ²” (2017) defines  ‘risk is the likelihood that a person may be 

harmed or suffers adverse health effects if exposed to a hazard.’ 

 

 



1.3 HCT’s Risk Management Policy 

Risk Management of the Colleges of Technology (CTs) is designed to understand, prioritize and 

develop action plans to avoid potential risks and their consequences that may affect the 

efficiency of running the college operations. 

1.4 HCT Risk Management Policy Statement 

The colleges of technology recognize that risk in its many forms can affect governance and 

management, reputation, health and safety, environment and community.   They must therefore 

be committed to identify, manage and minimize risks that may affect the day-to-day college 

operations. 

ETC is committed to manage the risks involved in the entire department to ensure the protection 

of it’s: 

 Staff and associated intellectual property 

 Department objectives 

 Quality of Services they provided 

 All Assets 

 Image and Reputation 

Risk management is a responsibility of all ETC Staff, with specific risk responsibilities being 

allocated to different section and team members within ETC.  It is essential to have thorough and 

present risk information available as this information helps to make the ETC Management more 

informed resolutions around both planned direction and working objectives.    

1.5 The objectives of a risk management plan are to: 

 Provide a organized approach to the early identification and management of  risks; 

 Provide reliable risk assessment criteria; 

 Adopt risk treatment approaches that are cost effective and efficient in decreasing risk to 

an suitable level; and 

 Monitor and analyze risk levels to guarantee that risk exposure remains within an 

adequate level. 



1.6 Benefits of Risk Management 

Risk management will support the ETC to be able to meet the center’ mission and deliver the 

objectives.  Implementation of a reliable and complete risk management process will: 

 Increase the probability of achieving ETC’s strategic objectives;  

 Encourage a high standard of responsibility at all levels of the center; 

 Support more effective decision making through better understanding of risk exposures;  

 Build a working environment that enables ETC to deliver timely services and achieve 

performance objectives in a well-organized manner; 

 Maintain ETC assets – human, property and reputation; and 

 Meet compliance and governance requirements. 

 

 

 

 

 

 

 

 

 

 

2. Risk Management Approach 

The Educational Technology Center use the Enterprise Risk Management as discussed by Mr. Waseem 

Hashim, Quality Department from the Ministry of Manpower, which consists of the following steps: 



Step 1 – Establish the context 

Step 2 – Identify the risks 

Step 3 – Analyze the risks 

Step 4 – Evaluate the risks 

Step 5 – Treat the risks 

Throughout each step, Team Leaders consulted and communicated the risk assessment among all 

the members involved in their respective areas.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1:  Enterprise Risk Management 

 

 

 

 

 

2.1 Risk Assessment Matrix 

To assess the risk involved in ETC, a two (2) dimensional matrix using a quantitative rating of the 

likelihood of the event occurring and the scale of the possible consequences as shown in Figure 

2. 



Figure 2:  Risk Assessment Matrix 

 

 

 

 
 

 

 

Table 1:  Risk Probability of Consequences 

Level Descriptor Description 

5 Very High Loss would lead to questioning the viability of the college and system 

4 High Loss will disrupt the functioning of the college 



3 Average Loss will disrupt operations or threaten the viability of an operational 

process 

2 Low Minor loss 

1 Very Low Loss is within acceptable or reasonable range associated with day-to-

day activities 

 

 

Table 2:  Likelihood 

Level Descriptor Description 

5 Very High Loss is likely to occur on a day-to-day basis. 

4 High Loss is likely to occur at a regular intervals 

3 Average Loss is likely to occur within the upcoming year 

2 Low Occurrence of loss in the future 

1 Very Low Occurrence of loss in the near future is possible, but unlikely. 

 

 

 

 

 

 

 

 

 

 

 



3.0  Organization 

3.1  ETC Enterprise Risk Management 

Educational Technology Center has assigned Risk, Health and Safety Coordinator and followed 

the Risk Management Policy issued by the QAU in 2015 and used it as the basis for the 

department’s risk management process. 

The ETC Management supports the RHS Committee by achieving its objectives through the help 

of the departent’s RHS Coordinator. 

3.2  Roles & Responsibilities 

 

Position Roles & Responsibilities 

Head of Center  The Head of ETC act as the Chairperson ETC RHS Team and shall be able 

to do the following particular roles and responsibilities: 

 Make sure that all activities organized and implemented by the ETC 

RHS Team conform to the work health & safety regulations and 

college RHS committee. 

 Assign appropriate resources to ensure the fulfillment of RHS 

requirements.  

 Assign resources to be able to implement the RHS policies and 

procedures.  

 Oversee activities of ETC RHS including all subcommittees or 

working parties reporting to committee 

ETC RHS 

Coordinator 

The ETC RHS Coordinator shall act and do the following specific duties 

and responsibilities:  

 Ensure to conduct and organize RHS awareness as per the 

guidelines of college RHS Committee. 

 Update the department with any RHS activities or events  Monitor 

the performance of RHS subcommittees and collects appropriate 

reports.  

 Ensure that the allocated resources are properly utilized with the 

objectives of RHS committee.  

 Pioneer the RHS Awareness programs. 

  Initiate with the investigation of incidents 

Team Leaders  Keeping this Risk Management Plan 

 Updating the team on the status of risks 

 Tracing efforts to lessen moderate and high risk to satisfactory levels 

 Coordinating team members in attending risk management training 

 Assisting in creating risk assessments and 

 Consolidating risk updates, reports, and documents required for risk 

reviews 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Team Members  Coordinate with Team Leaders to assess and endorse to the 

      RHS Coordinator in any changes on the complete risk management 

       methodology. 

 Partake in the update to risk assessments prepared during the 

preceding review schedule. 

 Assess and endorse any modifications to the risk assessments 

prepared and the propose risk mitigation. 

 Report any new risks to the Team Leader  

 



4.0  Risk Register 

4.1 Media Team 

Category Risk-what and how it 

can happen 

Consequences *Risk Based on Existing Controls Level of Risk Priority 

Treatment 

Likelihood Consequences 

Operational 

Risk 

Staff Sickness 1. No operation of 

digital signage on  

day-to-day basis 

2. No creation of 

advertisement 

2 3 Cross Training Low Risk 3 

Staff Resignation 1.   Operational delays 2 C Cross Training Low Risk 4 

External Risk 

Delay of Equipment 

Purchase 

Increase of non-

functional DDS and 

CPU 

 

 

3 B Follow up with HoD and 

Finance 

Low Risk 2 

 

Unavailability of 

Equipment 
 Non-functional of 

all DDS  and 

CPU 

3 B Sent a proposal  to upgrade 

to a new model 

Low Risk 2 

 

 

 

 

 

 

 



4.2 Data Center 

Category Risk-what and 

how it can happen 

Consequences *Risk Based on Existing Controls Level of 

Risk 

Priority 

Treatment 

Likelihood Consequences 

Data Center Team 

 

 

Technical Risks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Backups   Loss of old 

data 

 No data 

recovery/restor

ation 

5 3 A checklist stored in the 

tape library and digital 

backup  must be provided 

to team leader, HoS and 

HoD 

High Risk 1 

Hard Drives   Data can be 

corrupted 

resulting to 

critical 

applications 

not being 

available 

 Hardware 

failure 

5 3    Check the warranty 

agreement 

 Check the RAID 

configuration 

 Check the  drives in the 

DR Site 

High Risk 1 

Active Directory   Service/app

lication 

downtime 

5 2  Keep active 

directory up to 

date 

 Delete user 

accounts (student 

and staff) who are 

no longer with the 

HCT  

 Regular 

monitoring of 

High Risk 1 



 

 

 

 

 

 

 

Technical Risks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

multiple domain 

controllers 

Storage Capacity Services halted 

across the college 

4 4 Regular monitoring of 

EMC Management and 

ESRS Tool 

Significant 

Risk 

2 

Upgrade of server 

equipment, spare 

parts and 

peripherals 

Possibility of 

having a slow 

performance on 

the services. 

 

3 3 Proposal for the upgrade 

of server equipment, 

spare parts and 

peripherals included in 

the 5 Year 

Development Plan 

Significant 

Risk 

2 

Software License 

Renewal/Validation 

Possible service 

failure 

 

4 3 Regular checking of the 

warranty/contract 

agreement 

High 1 

Network Security, 

connectivity and 

configuration 

 Possibility 

of Service 

down time 

 Denial of 

Services 

 Hacking 

attack 

5 5  Coordinate with 

the network team. 

 Ensure to follow 

the best practices 

in the industry to 

avoid any 

possibilities of 

service downtime, 

denial of services 

and hacking 

attack.  

High 1 

Availability of Data 

Link 

Possible service 

downtime 

5 5  Check the 

connectivity 

 Coordinate with 

the Network Team 

High Risk 1 

Lack of Operational 

Policies and 

procedures 

Possible sabotage 

on the server 

4 3 Regular monitoring of 

server and event logs to 

identify the policy to be 

used for data center 

High Risk 1 



Technical Risks 

Technical Risks 

Some staff are 

having task aside 

from Data Center 

and/or involved in 

other committees 

 The task as a 

data center 

staff might be 

set aside, thus, 

it might lead to 

non-

conformance 

to the job 

responsibilities 

given by the 

HoS/HoC 

 

5 5 Wait for the staff to finish 

his assigned task as a 

committee member 

High Risk 1 

Organizational 

Risks 

Some staff are 

loaded of more than 

2 server 

responsibilities 

 Staff  poor 

performance 

 Harmful to 

the 

organizatio

n which 

has 

negative 

effect  on 

the staff 

job 

satisfaction 

5 5 Cross training High Risk 1 

External Risks 

Unexpected 

malicious attack 

(virus, malware, 

etc) 

 Service Failed 

 Down Time 

 Data Loss 

 Hardware 

damage 

 Hacking 

5 3  Ensure that the 

system is protected 

with the strong Anti-

Virus 

 Firewall Protection 

 Exchange On line 

Protection 

High Risk 1 



 Regular Update on 

the Patches 

Operational Risks 

Inexperience Server 

Administrator  
 Service Failure 

 Damage the 

hardware 

 Misconfigurati

on  

 Inefficient 

service 

deliverable 

 Server Security 

Vulnerability 

 Systems will 

not be updated 

 logs will not be 

reviewed  

 Alerts will go 

unchecked. 

5 5 Provide trainings and/or 

send to attend trainings   

High Risk 1 

Operational Risks 

Lack of staff to 

work as back up 
 Low 

Performance 

 It may affect 

the health of 

the staff  

3 3 Cross training Significant  

Risk 

2 

 

 

 

 

4.3 Network Team 

Category Consequences *Risk Based on Existing Controls Level of Risk 



Risk-what and how it 

can happen 
Likelihood Consequences 

Priority 

Treatment 

Network Team 

Technical Risk 

Unpredicted 

interruption or 

disconnection of 

Power supply (UPS 

Interruption of 

HCT services due 

to network 

disconnection 

4 3  Monitoring the status 

of the UPS using the 

UPS management 

software 

 Getting notification 

alert from UPS 

High Risk 1 

Breakdown of 

Network devices 

such as switch, IP 

Phone and access 

point  

Reduction in 

operational 

efficiency or 

performance of 

HCT e-services 

4 4  Back-up network 

resources which will 

serve as a temporary 

replacement 

 Renewal of smartnet 

contract to avail 

hardware and 

software warranty. 

Significant 

Risks 

2 

Unable to access 

HCT e-services  

Interruption of 

academic activity 

4 3 

 

Regular monitoring of 

the server farm and core 

switch 

High Risk 1 

Insufficient air 

ventilation  in 

communication 

room 

Damage the 

network switch 

due to low 

temperature 

4 4 Coordinate with the 

maintenance department 

Significant 

Risk 

2 

External Risk 

 

Unexpected 

malicious attack 

(virus, malware 

etc.) 

 

 

Endangering of 

staff and students 

data files 

5 4 Regular checking of logs 

or event record (Audit 

trail 

High Risk 1 

Network – IP Telephony 

Technical Risk 
Excessive phone 

bill 

Higher budget on 

the phone bills 

3 3 Regular monitoring of 

the IP Phones with 

Significant 

Risk 

2 



outside call in the billing 

system 

Network - Wireless 

Technical Risk 

Insufficient 

policies, training 

and awareness 

Possible attack on 
HCT Network 

4 4 Regular monitoring of 
wireless controller to 
identify the policy to the 
used for wireless network 

Significant 

Risk 

2 

Insufficient 

network 

performance 

Limited network 

performance 

3 3 Regular monitoring of the 
firewall and core switch 

Significant 

Risk 

2 

Physical security 

deficiencies 

Possible theft of 

wireless 

equipment 

 

 

 

 

4 3 Installed the access point 

in secure area like ceiling 

or staff room 

High Risk 1 

 

 

 

 

 

 

 

 



4.4 Database Team 

Category Risk-what and 

how it can happen 

Consequences *Risk Based on Existing Controls Level of 

Risk 

Priority 

Treatment 

Likelihood Consequences 

Technical Risk 

Lack of Oracle 

Database Latest 

Version 

 Compatibility 

issues with new 

operating systems 

 Performance 

degradation 

 Absence of Latest 

security patches 

 Cannot use 

advance functions 

and procedures 

provided by 

Oracle 

 New Advance 

features like data 

tiering and 

application 

continuity etc 

cannot be used 

4 4 Contact ITA or Ministry 

in this regard 

High Risk 1 

Lack of High 

Availability for 

Oracle Database 

and RAC License 

 Oracle Database 

downtime for 

unknown duration 

4 4 Contact ITA or Ministry 

in this regard 

High Risk 1 

Safeguard of 

Servers in case of 

power failure 

 Databases may 

crashed and 

corrupt due to 

abnormal 

4 4 Contact ITA or Ministry 

in this regard 

High Risk 1 



termination of OS 

or in some cases 

shutting down 

server  without 

properly shutting 

down the database 

first 

Operational Risk 

Lack of staff 

training 
 Staff will not 

move to the new 

technologies due 

to the lack of 

knowledge and 

the organization 

will continue to 

use the old 

technologies 

 Issues like 

performance 

degradation and 

security violations 

would occur 

4 4 Contact the Ministry or 

any concerned dept/org 

to make policy for the 

staff training  

High Risk 1 

Lack of Resources  Unavailability of a 

particular service 

may occur 

4 

 

 

 

4 Contact finance 

department 

High Risk 1 

 

 

 

 



4.5 Help Desk Team 

Category Risk-what and how 

it can happen 

Consequences *Risk Based on Existing Controls Level of 

Risk 

Priority 

Treatment 

Likelihood Consequences 

Help Desk Technical Services 

Technical Risks 

Usage of unlicensed 

software 

1. Waste of time 

due to machine 

keeps hanging 

(When License 

pop-up) 

2. Loss of data 

3. Time 

consuming  

4. Software 

cannot be 

shared to 

student for 

academic 

purposes due to 

license issue 

5. Class 

interruption 

 

5 5  Re-install software /  

Reload license 

 Search for shareware 

version in the web 

 Submit request to 

HoS/HoC purchase 

license software 

High Risk 1 



Physical Security in 

all IT Labs 

Loss of computer 

peripherals 

3 3  Daily monitoring 

of Lab done by 

the ETC-CSS 

Tech-in charge 

 Report any 

missing items 

inside the lab (w/ 

report) to 

Building ETC 

Coordinator 

Significant 

Risk 

2 

Zero client free 

access not 

working/malfunction 

1. Bad reputation 

of ETC 

2. Inconvenience 

to HCT 

students 

4 3  Regular checking of 

Zero-Client Free 

Access Lab and fix if 

there is any 

connectivity issues. 

  Immediately report 

to Mr. Najeel, Zero-

Client Administrator 

if no connectivity on 

the Zero-Client 

High Risk 1 

 

 

 

 



4.6 Educational Service Section 

Category Risk-what and how 

it can happen 

Consequences *Risk Based on Existing Controls Level of 

Risk 

Priority 

Treatment 

Likelihood Consequences 

Technical 

Risks 

E-Learning Server 

OS Crash 

E-Learning 

Service not 

available which 

also cause the 

students or 

teachers unable to 

download the 

material 

4 4 Proper OS backup and 

there should be a log that 

shows up to which the 

backup is available 

 

High Risk 1 

E-Learning 

Application Crashed 

or Not available due 

to any reason (like 

hacking attack etc.) 

E-learning portal is 

not working 

properly or some 

case not available 

for staff, teachers 

and students 

4 4  Keep the copy of 

Changes by 

implementing the 

change management 

system 

 Security checklist be 

implemented 

High Risk 1 

E-Learning Database 

Crashed or Not 

available due to any 

reason (like SQL 

Injection etc.) 

E-learning portal is 

not working 

properly or some 

case not available 

for staff, teachers 

and students 

4 4  Keep the copy of 

Changes by 

implementing the 

change management 

system 

 Security checklist be 

implemented 

High Risk 1 

Unavailable E-

Learning materials 

uploaded by 

Students or 

Teachers cannot 

able to download 

the material which 

4 4 Periodic backup strategy 

implemented that 

replicate the data from 

High Risk 1 



Teachers and 

students  

they have 

uploaded 

previously on the 

server 

server to SAN for high 

availability 

Technical 

Risks 

Survey Server OS 

Crash 

Survey, PMS, OJT 

Service not 

available which 

also cause the 

staff, students and 

teachers unable to 

avail the services 

4 4 Proper OS backup and 

there should be a log that 

shows up to which the 

backup is available 

 

High Risk 1 

Survey, PMS, OJT 

Application Crashed 

or Not available due 

to any reason (like 

hacking attack etc.) 

Application portal 

is not working 

properly or some 

case not available 

for staff, teachers 

and students 

4 4  Keep the copy of 

Changes by 

implementing the 

change management 

system 

 Security checklist be 

implemented 

High Risk 1 

Survey, PMS, OJT 

Databases Crashed 

or Not available due 

to any reason (like 

SQL Injection etc.) 

Database portal 

(Survey, PMS, 

OJT) not working 

properly or some 

case not available 

for staff, teachers 

and students 

4 4  Keep the copy of 

Changes by 

implementing the 

change management 

system 

 Security checklist be 

implemented 

High Risk 1 

Unexpected 

interruption of 

power supply 

Disruption of 

photocopying 

services across the 

college due to 

power supply 

interruption 

4 3  Coordination with the 

Maintenance 

department with the 

possible course of 

action during power 

supply interuption 

High Risk 1 

Shortage of 

Consumables and 

Unable to repair 

defective machines 

4 3  Petty cash for 

incidental expenses 

High Risk 1 



spare parts of 

equipment (e.g 

printer, photocopier 

or projectors) 

due to 

unavailability of 

spare parts and 

consumables 

such as out of stock 

toners and spare 

parts. 

 Spare printing 

machines which will 

serve as a temporary 

replacement. 

Technical 

Risks 

Breakdown of 

photocopying 

machines at AVA 

Delay of 

photocopying 

services to be 

rendered across the 

college 

4 2 Regular maintenance 

operation or check up by 

technicians of all 

machines 

Significan

t Risk 

2 

Operational 

Risk 

Lack of staff training  Staff will not 

move to the 

new 

technologies 

due to the lack 

of knowledge 

and the 

organization 

will continue to 

use the old 

technologies 

 Issues like 

performance 

degradation and 

security 

violations 

would occur 

4 4 Contact the Ministry or 

any concerned dept./org 

to make policy for the 

staff training 

High Risk 1 

 



4.7 Library Services Section 

Category Risk-what and 

how it can 

happen 

Consequences *Risk Based on Existing Controls Level of 

Risk 

Priority 

Treatment 

Severity Occurrence 

Technical Risks 

Power sockets 

installed in the 

reading area are 

open and on the 

floor. 

It will be damaged 

easily and will be 

the reason for 

power tripping.   

3 3 Sub contract to 

maintenance company 

Significant 

risk 

2 

Power supply to 

the cubicles. 

The electrical 

connection in the 

cubicles is unsafe 

because the 

electrical wires are 

not closed.  It will 

likely be the cause 

of power tripping. 

3 3 Sub contract to 

maintenance company 

Significant 

risk 

2 

Organizational 

Risks 

Safeguarding the 

library collections 

1. Book loss,  

2. Damage of soft 

binding books, 

spiral binding 

books and  heavy 

books 

3. Damage of CD-

ROMs coming 

along with books 

4. Damage of some 

books due to 

improper handling 

3 3 Monitor and check library 

collection from time to 

time 

Significant 

risk 

2 



Organizational 

Risks 

Inadequate space 

 

 

Difficult to 

accommodate 

more number of 

students.  

3 3 Try to organize and 

maximize the available 

space to serve students 

Significan

t risk 

2 

Only one entrance No emergency 

exit. Everyone 

should rush to one 

gate.  

3 3 More careful and 

avoiding any hazardous 

things in the library 

Significan

t risk 

2 
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